40 Facts about Federated Access Management (FAM)
1. FAM is an authentication and authorisation infrastructure system capable of granting individual learners with secure, anywhere, anytime access to educational resources which are available online
2. Shibboleth, an example of Identity Provider software, is a Hebrew word that means an ear of corn, stream or flood. The word comes from the Old Testament (Judges 12:1-6). The Ephraimites who lived to the west of the river Jordan invaded Gilead on the other side of the river and were defeated. Retreating, their way was blocked by the Gileadites who controlled the fords. They had different accents and the Ephraimites pronounced the "sh" sound as "si". To differentiate friend from foe, those crossing the river were asked to pronounce the word "shibboleth". According to the bible, the 42,000 who pronounced it "sibboleth" were killed
3. Implementing FAM can mean learners only need to enter one institutional ID and password, thereby removing the complexity of multiple IDs, passwords and authentication challenges whilst also reducing the possibility of identity theft
4. If you intend to continue using IP authentication and do not require off-site access to resources, then you do not need to do anything

5. A Federation Access Management glossary of terms is available on the JISC site at: http://www.jisc.ac.uk/whatwedo/themes/access_management/federation/federation_glossary.aspx
6. The decision to  adopt a Federated Access Management solution is of strategic-level concern due to issues such as the changing access management landscape, questions over identity management, single sign-on and other strategic drivers and should be made in conjunction with all stakeholders such as the Library and Network Managers
UK Access Management Federation

7. A federation is a group of institutions and organisations that sign up to an agreed set of policies for exchanging information about users and resources to enable access and use of resources and services. The federation combined with identity management software within institutions and organisations can be referred to as federated access management
8. The UK Access Management Federation is currently funded by JISC and Becta and managed by JANET(UK)
9. Membership of the UK Access Management Federation is free. The recommended software, Shibboleth, is also free to download and use
10. Irrespective of the technology that institutions are planning to use to access their online resources off-site after July 2008, they will still need to join the UK Federation to enable access to resources solely offered through this route

11. Publishers joining the JISC Collections are now required to join the UK Access Management Federation as a Service Provider
12. As of March 2008, 47 Services Providers which include 22 publishers have joined the UK Access Management Federation

Resources

13. The JISC Access Management team are maintaining a blog which includes a status update from all publishers with which they have been discussing the implementation of FAM: http://access.jiscinvolve.org/federated-access-and-publishers/
14. All institutions should obtain an update from each publisher of all their subscription resources confirming which access methods they will be providing from 1st August 2008
15. MIMAS have created a page detailing their progress with implementing FAM on their resources: http://www.mimas.ac.uk/access/#federated-access-details
16. EDINA’s statement about their FAM implementation is available at: http://www.edina.ac.uk/supportstaff/access_notes.html
17. FE resources available through the Federation as of May 2008 include: SCRAN, European Sources Online, BBC Motion Gallery, Education Image Gallery, Film and Sound Online, Hairdressing Training, Land Life and Leisure, and Literature Online Reference Edition with many more aiming to be live soon
18. The use of federated access management allows resource providers to personalise their service without being able to identify the actual user
19. The use of one single username and password should reduce the number of frustrated users giving up on access to online resources through authentication problems and increase the legitimate use of subscribed services
20. Compliance with a JISC Supported Access Management System is a requirement of all JISC Collections agreements for online content
21. JISC Collections will continue to support Internet Protocol (IP) ranges as a method of authentication for the foreseeable future
Athens

22. Athens will move to a subscription based model following the ending of JISC funding on 31st July 2008.  Subscription costs are available at: http://www.athensams.net/federations/openathens/cost
23. OpenAthens is a container term for a variety of products including Classic Athens and Athens Devolved Authentication (DA). Most institutions that purchase OpenAthens will simply carry on using the same Athens service they are currently using (Classic or DA).
24. After July 2008, institutions that no longer subscribe to Athens cannot access resources that solely use Athens for authentication without an OpenAthens subscription
25. JISC Collections will no longer be asking for Athens compliance in any of their agreements
26. A list of some of the organisations committed to subscribing to OpenAthens post July 2008 is available at: http://www.athensams.net/federations/openathens/organisations
Technology

27. The identity provider software (IdP) is written in Java and can run on both Windows and Unix
28. The service provider software (SP) is written in C++ and can also work on Windows and Unix
29. Shibboleth is a SAML profile, which is an XML language for exchanging security information. The protocol utilizes SSL over HTTP to transport information between entities
30. The Shibboleth IdP integrates with most directory services that support LDAP, including Microsoft Active Directory Services
31. Because the username is managed by the institution rather than an unknown third-party, it can be properly protected and removed when a user no longer has the right to access resources ensuring you abide by the rules of your licence agreements
32. Within the Federation, personal information about users is only held by the institution or organisation to which the user is affiliated.  It is the permission to access resources which is shared rather than the user’s personal information thereby removing Data Protection issues
33. The UK Federation uses four core attributes: eduPersonScopedAffiliation: defines the user’s relationship with the organisation and maps directly to definitions used in the JISC Model Licence (staff, student etc); eduPersonTargetedID: used to recognise a returning user as the same individual as last time to enable personalisation; eduPersonPrincipalName: a persistent user identifier that is the same across all resources. This is used for accountability and traceability; eduPersonEntitlement: allows for special and unique access rights.  
Further details are available from:
http://www.ukfederation.org.uk
http://www.jisc.ac.uk/federation
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