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1

Introduction

Encryption and digital signatures have potential uses in universities and colleges to improve
the security and the confidence that may be placed on digital information exchange. Both are
based on technologies which are collectively referred to as Public Key Infrastructure (PKI).

This paper explains the basics of encryption, digital signatures and related concepts. It briefly
describes a package called Pretty Good Privacy (PGP) which delivers this technology to desktop
computers and it gives example of situations within universities where such technologies might
be employed easily and with more difficulty.

Universities rely heavily on information exchange between individuals and groups of
individuals. Twenty years ago much of this exchange was on paper wrapped up in an envelope.
The envelope served the purpose of keeping the information from the eyes of those who should
not see it (sealed if it was really confidential, otherwise perhaps not). In the intervening period
digital means of exchanging information, such as e-mail, have taken over the role of paper for
many purposes. Although to most of us e-mail from one person to another might as well be

in a sealed envelope, given our ability to intercept other people’s e-mail, standard e-mail is
about as confidential as a holiday postcard. An additional facet of paper communications is
that, when it is important, it is often signed with a flourish of the pen. This gives the recipient
more confidence that it is truly from who purports to have signed it. Sadly this reassurance is
lacking in e-mail (and other digital forms of information exchange). Where confidentiality or the
authenticity of a communication are important in the digital world there are technologies which
can address them, but they are neither in routine use nor without implementation difficulties.
The technologies involve encryption (for confidentiality) and digital signatures (for authenticity
or verification).

This document was prepared as part of the Scottish Middleware project, a two-year project
funded by the Scottish Higher Education Funding Council, involving collaboration between the
Universities of Glasgow, St Andrews, Paisley and the Royal Scottish Academy of Music and
Drama. Details of the project are available at:

http://www.gla.ac.uk/scotmid
Projects exploring the use of digital signatures are outlined in Currall, Blair and Aiton (2001)

(3.
The policy and process behind the use of digital signatures are outlined in Blair (2001) [1].

Encryption

Encryption is the sort of technique that has been used for centuries to allow armies to pass
messages to each other without the enemy being able to intercept them. In the pre-digital era,
perhaps the most famous was the Enigma machine used by the Germans in WW II. What
encryption does is to scramble the message in some way that can only be unscrambled by the
use of a special code (often called a key). Traditional encryption uses the same key to scramble
and unscramble the message (just like you use the same key to lock and unlock a door) and
has always presented the problem of ‘How does the sender get the key needed to unscramble
the message to the recipient without the enemy also getting hold of it?’. In the 1970s and 80s a
technique was developed which uses two keys, one to scramble and the other to unscramble.
This technique is called Public Key Encryption, which can be used as shown in this example.

- Alice wishes to send Bob a message.

- Bob produces a pair of keys. One of them is used to scramble the message and can be

safely given to anyone who wishes to send Bob a message. It is called Bob’s Public Key. It
can be made freely available to all and cannot be used to work out the second, or Private,
Key which only Bob has.

- The other key is used to unscramble the message and Bob keeps this Private Key secret,
for use only by himself. He uses it to unscramble messages intended for him to read.
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3 Digital Sighatures

A traditional signature serves three purposes: authentication (establishing the identity of the
author), integrity (that the document signed is unchanged), non-repudiation (so that the author
cannot deny it). These three functions work well with top copy documents, but in a world

full of photocopies all sort of changes could have been made or signatures added from other
documents, etc., unless the copies are verified by the parties involved. A digital signature is
designed to serve the three purposes, rather than to look like a traditional signature. It is in
fact a small incomprehensible file. It relies on an action being performed using something to
which only the signatory has access, combined with a unique attribute of the item to be signed.
Digital signatures vouch that a particular person has signed a document but of course do not
say anything about the trustworthiness of that individual. A digital signature contains a date
and time stamp, but this may not be reliable since it is taken from the computer’s clock which
may be set incorrectly. These facets are of course no different from traditional signatures. The
technique used to produce a digital signature also involves Public Key Encryption, which is
used like this.

= Bob wishes to sign a file. He uses something to which only he has access , his Private Key,
which is used to scramble a small unique summary of the file called a digest.

= On receipt of Bob’s file and the scrambled digest (referred to as a digital signature), Alice
can use the same method to make her own digest, unscramble Bob’s digest using his Public
Key and see if they match.

= If they do match then it follows that Bob (and only Bob) signed the file and that it is
unaltered, since he is the only person with access to Bob’s Private Key. Any alterations,
however small, to Bob’s file will result in a different digest and if the digital signature was
formed with any other Private Key it will not unscramble with Bob’s Public Key.

Remember from the encryption section that Public Keys may be widely distributed and so

anyone can in principle check Bob’s digital signature. Also remember that signatures cannot be

transferred from one file to another as they contain a digest specific to a particular file.

A signature for a file signed by James Currall looks like this:-

----- BEG N PGP S| GNATURE- - - - -
Version: PGPfreeware 6.0. 2i

i QN AWUAOVMeDy pYUi SnnmBWEQLh6QCePf QXRr i aPoHaZi f xYqQSAn+0Qwj | An3l h
TxSvy2t QZSI vEPKFi / 5dl 6bg=u9gB

4 Pretty Good Privacy (PGP)

Encryption and digital signatures have been available in principle for quite a long time, but the
stumbling block has always been the lack of easy-to-use software to generate and manage keys,
carry out the encryption/decryption of files or e-mails and produce/validate digital signatures.
In the last few years such a programme has become available for PCs, Macs and many other
types of computer. This programme is called Pretty Good Privacy (PGP) and is available free to
anyone who wants to use it for non-commercial purposes. All the operations such as encryption,
signature, decryption and verification of signature are carried out automatically once the user
has indicated his or her intentions.

The minimum that you need to use PGP is to have it installed on your computer and to create

a key pair (matching Private and Public Keys) for yourself. The installation process for PGP
guides you through both installation and key pair creation. After that you need to swap Public
Keys with other people with whom you wish to exchange files or e-mail and who have also
installed PGP on their computers. You can send people your Public Key by e-mail, but you
should then verify that it really is your key. If the recipient of your key telephones you, you can
both examine your copies of the key in PGP and check that its unique fingerprint is the same. In
this way you can be sure that you have exchanged the correct Public Key.
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5.1

Public Key Certificates

Certificates are electronic files used to verify the identity of the certificate holder, which can for
example be a person, a company or a web site. They do this by binding an identity, usually a
name, to a corresponding Public Key. Certificate based authentication is generally stronger than
password based authentication and is much easier to make completely transparent to the user.
The two main types of certificate are PGP and X.509. PGP certificates are often used for secure
information exchange with text based mailers to authenticate people, and X.509 certificates

are commonly used to assert the identity of web servers in secure transactions (such as those
involving credit cards) on the Web. X.509 certificates can also be used to assert individual
identity from a web browser.

Although many of the problems associated with making the unscrambling key have been
overcome by Public Key Encryption, there is still the problem of knowing that a Public Key
which you have really does match the appropriate Private Key and is not one made available
by an impostor. The approach to this problem is that Public Keys are distributed as Public Key
Certificates. A Public Key Certificate contains the Public Key and some identity information
such as a name and e-mail address, signed by the Private Key of the Owner and/or other
responsible individuals. Those individuals may be responsible for such matters at an institution,
or may just be people that can vouch for the fact that the Public Key really does belong to the
person to whom it purports to belong.

There are two models for the countersigning of Public Keys to produce certificates, the PGP
model and the X.509 model.

The PGP Model

With PGP this system of people countersigning each other’s keys may be informal, based on
what is referred to as a ‘Web of Trust’. In this model, people sign the keys of people that they
know and exchange keys as required. It is possible to build a system based on Certification
Authorities (CAs - see the X.509 Model below) as a special case of a ‘Web of Trust’, but it requires
clear guidelines to users as such a model is not enforced.

You decide whether or not to trust a PGP key by looking at the trust statements (signatures on
Public Key certificates) made about the key holder, in the same way that you decide whether to
trust someone who you have met (who may be known to others that you know or a complete
stranger). Anyone can sign a PGP certificate if they are happy that the Public Key belongs to
the person to whom it purports to belong. With PGP you have control over who you trust and
how you verify their identity.

A Public Key certificate for James Currall in PGP is shown below:

----- BEG N PGP PUBLI C KEY BLOCK----
Version: PGPfreeware 6.0. 2i

nQG BDa5f FWRBADOG/ x17f zI Si mCj t YKf 2r JBccl | MSr M Fi d86esNGKuKPZpl Kh
KdQOL6g4+pRsACWL.t xDeY] +oRr qQQZWOPV5Yu8cr ONwFvNudhaBkvR+0Z+01 P6u5
J195s2kq7j gBEMZ221 u3DYnpLF31 MFY/ / j kGB6wWLVPIdF22bl HBknuZYJQCg/ 2YH
El azlvnKdCawBZ7ZI 7j r EFkDY 13f BXgXZ/ FELOCeQZwot RMkUr 4RZDLuOr | p1+CgW
syYLv7/ eSsqYt JGYBI i Zr MDf ZKf 46SI B/ TOn8W.QCZkZqE3nBUXJy Pl sqpdlas+f

/I hALLk26Xf NCOGr NJbx6/ 0sxd1VSFpcl vJ1j gBRW:24nr 8dpsi ncpbe2l 6gUsI G4
D3y QBADCunj MNCOMUPROaDOy3SzY5k+zvj j s8e/ 2Hnr nqdEghylu2ni / NI 2VimFu6
R+wlDnt FVWy XEU2EnQR1zLJAI ERTnr NKHIpvXq6LTYRCR+sR9S4hl sLdl / 81 fzU m
7Ys2vchYSe63Lr OEeflCC8vgf C0ZhP6i EVWk+NSOI PnNIVkoxc Pr Qs Snt ZXMy QB Vy

cnFsbCA8ai 5j dXJy YWks QA\vbXBzZXJ2LndsYS5hYy51az6JAES EEBECAASFA] a5
f FOEOMVCAQAKCRAQWFI kp55gcLj mAKCPOI 9hPI r 9e9e CGgF+vJK+ZaBnDACY9r t 7
PhvL5g3gDhnB+Xi nDFThJUy0JUphbW/z1 EN1cnJhbGagPGohbW/z QHNOYXRz Lnds
YS5hYy51az6JAEs EEBECAAsFA] kyl s QECWMCAQAKCRAGWFI kp55gcPkUAJ41 ZW9I

WHO5TS] eMENPK4i pSWwBBOQCeJx56t Fim491 sUkbAvI VAX5z RHz uJ AEYEEBECAAYF
Aj kyl xI ACgkQ QFQUr 3wPGgXgACc DM3gs OASgEU cW 3FXE+AUe9T2UAOPHTt wXB
30snFOYt 2a5i Jf KI 9LK4t CVKYWLI cyBDdXJy YWks| DxqZXBj MWAIWR] Zi 5nbCGEu
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YWWudWs +i QBLBBARAGALBQ 5Mobl BASDAgEACgk QKI hSJKee YHA] zgCeMV9CaM/ N
EKwg1YNGAXSnYo+r VA4Anj UGhBGTPbkEhHoJBUEf VdXczm 1i QBGBBARAgAGBQ 5
Mpcz AAoJEI kBUFK98DxogvkAni LI 4ovUAzwAKenl 5bl Tc2Cx8TLWAJ0S40dk+SI p
Cc2JNnKOFYBP2gx UJmbk BDQRRUXX|] EAQA/ oWFj NyaKHEUC M 0z M 47+A0RI VDAZXN
ZT7r vbbgl W g6BQVX0e/ B/ D36B46mACEs8i Al wk85ul cVJA] G Fq9S4awZRP2RCr
LGk7CSQzPzr Vj LCSWc56Lwal nBj A 1] | oKNf UNn6S60Nt P/ nqf T160CH | HKgs S7
3G1yRuCr S9sAAg! EAI kULat Zpt hN6vQ4AwZUY! 76nt X8MSENMh GkNHYDBUWRokdi wA
JcSj DENY9gM2ugA3Bv 389+uPx Kt Bd3xgUU9SSsKNf XZr WJI / DnYX2dqgi ehQypU8Y
GF2] WNMF9hQs 6gu05 YAQK XBWhj bHD4I f / ZW.PhKAXCGh9Yp/ yLnm mmi2cUKsi QBG
BBgRAgAGBQ 2uXxj AA0JECPYUi ShnnmBw ZOAn1veWFpi 9DaXmBNH2Gg8ZOMNr 6El

AKDTa7PPj mi PWZasBEknKpt MoShcg===eZd]j

----- END PGP PUBLI C KEY BLOCK-----

5.2 The X.509 Model

With X.509, the trust model is hierarchical, with a CA at the top which can sign keys lower
down which in turn can sign keys further down and so on. The CA may be established within
an institution for its own purposes or the institution may decide to make use of a ‘trusted third
party’ CA such as VeriSign.

VeriSign (partnered with BT Trustwise in the UK) have the biggest share of the certificate
market. To obtain a certificate, you go to the CA site, prove your identity to them and pay for
the certificate. You generate your Private and Public Key pair locally and send the Public Key
to the CA. The CA will then add your information (e.g. name, company) to your Public Key
and sign it with their Private Key. In this way anyone using for example a common web-based
mailer or web browser can verify your Public Key as most web browsers have VeriSign and
other common CA Public Key certificates built in.

Certificate Authorities issue different levels or types of certificate, usually classes 1-3, and these
need to be renewed annually. The CA goes through certain procedures to establish the identity
of the certificate holder. These may or may not be very rigorous. The amount of identity
checking that the CA carries out and the information contained in the certificate depends on
the class of certificate issued. Class 1 certificates are for personal use. Little identity checking is
carried out before these certificates are issued. They usually just check that the e-mail address
supplied can receive e-mail. Class 3 certificates are used to authenticate the identity of a web
site to visiting browsers and the CAs require a rather higher standard of proof before issuing
such a certificate.

6 Private Keys and Passphrases

As has been shown, the Private Key belonging to an individual is central to Public Key
Encryption and digital signatures. It has to be available only to its owner and must not be
shared with others. Firstly it needs to be kept (like a bank card) where others cannot get access
to it and secondly it needs to be protected by a passphrase (serving a similar function to the
PIN used with a bank card). A pass phrase is similar to a password, but is longer and may
include a mixture of upper and lower case characters, punctuation, spaces and numbers. Most
importantly a passphrase should be something which its owner can remember easily, but others
cannot guess. After three wrong guesses at a bank card PIN, the card is confiscated by the
machine. However if someone got hold of your Private Key, they could set a computer to try
every word in several dictionaries until it found the right one. It is for this reason that Private
Keys are protected by a longer passphrase than conventional passwords or PINs.
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7.1

7.2

7.3

Uses of Encryption and Digital Signature

The feasibility of using the techniques discussed in this paper to streamline digital processing
within a University, depends on how many (and how diverse a range of people) need to

have PGP and to have their own Private Keys. Each person who has a Private Key needs to
understand fully the implications of having it, using it and keeping it and its passphrase in such
a way that no-one else can use it. No-one should give his or her passphrase to someone else

to use on their behalf (a secretary for example). It is also more difficult to manage encryption
and digital signatures if the people are not all within one institution, particularly if they are

not already known to each other. The main issue is: ‘should you trust the Public Key offered as

really belonging to the person who claims to own it?’.

The following sections identify some areas of our activities and their suitability for use with
digital signatures.

Feasible

- Incoming job references or applications could be encrypted (only one Private Key is
required in the personnel department and the personnel department’s Public Key could
be made widely available).

- Discussion of examination questions among question setters could be encrypted and
signed (small group who all know each other and could exchange Public Keys - external
examiners might be a problem). (Chadwick, Tassabehji and Young, 2000 [2])

- Sending examination questions or results to the Registry encrypted and signed (possibly
too many Private Keys if all examiners needed them but could adopt a scheme similar to
the one adopted at the Crichton campus of the University of Glasgow in Dumfries, where
they are signed on behalf of the examiners, by an approved person as proxy) (Currall,
Blair and Aiton, 2000) [3].

Possible (some difficulties)

- Approval forms used across an institution could be signed (e.g. Head of Department,
Personnel, Finance would all need Private Keys to add their signatures and exchange
Public Keys for verification).

- Medical certificates. The actual certificate could go straight to the University Registry who
could then send a signed e-mail notification to departments and/or Advisers of Studies
to say that they have seen the certificate. (A fairly wide distribution of Public Keys would
be necessary, the Registry may not want to handle all the certificates and departments
might need copies).

Not Feasible at Present

- Purchase orders signed by budget holder and purchase officer (potentially too many
Private Keys distributed across an institution).

- Monthly financial reports sent to heads of departments (encryption using many different
Public Keys, though possible, is more likely to create difficulties).

- Booking forms for resources, such as vehicles, rooms, etc., signed by users (potentially
everyone who uses the resource would need Private Keys).

- Internal processing of grant applications and other internal forms processing which are
signed by various people (too many people would need Private Keys).

- Signed applications and/or forms from outside (difficult to verify external Public Keys as
being genuine without a central CA for HE/FE).

- Forms originating from a wide variety of individuals, such as expense claims, signed
by the individual and possibly a budget holder (too many people would need Private
Keys).
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Tell us what you think

Guidance Notes are produced and published by UKERNA for use within the JANET Community.
We welcome your comments on all aspects of this document and on any other UKERNA publication.
Please direct feedback to JANET Customer Service, at the address below, or e-mail us directly at:

documentation@ukerna.ac.uk

UKERNA manages the networking programme on behalf of the higher and further education and research com-
munity in the United Kingdom. JANET, the United Kingdom’s academic and research network, is funded by the
Joint Information Systems Committee (JISC).

For further information please contact:

JANET Customer Service

UKERNA Tel: +44 (0) 1235 822 212
Atlas Centre, Chilton, Didcot Fax: +44 (0) 1235 822 397
Oxfordshire, OX11 0QS E-mail: service@ukerna.ac.uk
Copyright:

The content of this document is copyright the University of Glasgow. Parts of it, as appropriate, may be freely copied
and incorporated unaltered into another document unless produced for commercial gain, subject to the source being
appropriately acknowledged and the copyright preserved.

The reproduction of the JISC and UKERNA logos without permission is expressly forbidden. Permission should be
sought from JANET Customer Service.

Trademarks:

JANET®, SuperJANET® and UKERNA® are registered trademarks of the Higher Education Funding Councils for
England, Scotland and Wales. The JNT Association is the registered user of these trademarks.

Disclaimer:

The information contained herein is believed to be correct at the time of issue, but no liability can be accepted
for any inaccuracies.

The reader is reminded that changes may have taken place since issue, particularly in rapidly changing areas such as
internet addressing, and consequently URLs and e-mail addresses should be used with caution.

Neither the University of Glasgow nor the JNT Association can accept any responsibility for any loss or damage
resulting from the use of the material contained herein.

Availability:
Further copies of this document may be obtained from JANET Customer Service at the above address.
This document is also available electronically from:

http://www.ja.net/documents/gn_ds_technology.pdf
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